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Smart Cities

AA set ofapplications and innovationso make our cities

Asafer, more environmentally friendly and sustainable, and more
efficient.

AMunicipality that
Auses ICTInformation and Communication Technologies)
Ato improve the quality of government services and citizen welfare.

w

Smart Citieg Innovations in Six Domains

ASmart Environment

: : ASmart Government/Education
A Sensor technology, behavioral economics

A Smart services, eesystems, open data

A Smart metering, smart grid, environmental A Open platform for engagement, Collective
monitoring Intelligence
ASmart Mobility A virtual learning and augmented reality,

] o A Blended, Adaptive, personalized learning
A Smart Transportation, Self driving cars, movements A Lifelong learning

A Sensors provide @al-time view of traffic flow ASmart Economy

A inform transportation routin
P g A Tech/tools to support business needs

ASmart Security A Smart permits/licensing, workforce/talent
A Smart cybersecurity to guard municipal dataset nets, Jo_b training programs
A safe Neighborhoods Smart Living/Health
A Surveillance through drones A Tools/techs for Smart health, smart connecte
A Law enforcement officers use drones, wearable hor_ng, healthcare, glde_rcare.
computing, faciatecognition, and predictive video A Building systems (lighting, climate)
A Crime predictions and prevention A Monitoring systems for maintenance
Delditte Report 2020 (source:mar t Ci t | Smart Nation Provi)d



https://www2.deloitte.com/content/dam/Deloitte/us/Documents/process-and-operations/us-cons-deloitte-smart-city-trends-and-case-studies.pdf
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Smart City, Generic Architecture

Information Services,
Knowledge/Insights

= Sy
__ _ _ Org For
- - . - Data/Evidencébased
Service Component L.
Public Services, Government Operational support Decision SUppOIt

(Infrastructure, transportation, emergency management, public safety, education, H

et b, Recom mepdatlons,
Nudging

Intelligence and Analytics Component
(Learning, Prediction, Reasoning, Inference)

" : o " Open
Business Socna_l Mopnle Surveillance Sensors Web dota 1T Gov Legacy
Database Media devices video data devices Date data

data sources 5

Cases of Smart Cities

AMultiple Cities in NC Regions: North Carolina Regional Water Level
Monitoring Data Sharing Pilot
Anstallingreaktime data sharing architecturéechnology that provides redime data
associated with heavy rainfall events

A More proactive response, reducing the amount of time required to respond to a
stormwater emergency enhances datariven mitigation and infrastructure decisions,
and improves prediction.

AMarkham, Ontario, CanadaSmart City Accelerator Program

A Ultrasonic Storm/Flood sensonsere installedunder manhole cove@ndin riversto
gtather data on water levels that would signal imminent flooding conditions caused by
storms.

AlIn-pipe pressure sensors provide insight into potential watermain leaks.

A Sensors on multiplecarby hydrantsllow the city to triangulat@nomalies to ﬁinpoint
ipe integrity issuesLocation accuracy dramaticatigduces dig repair costshe real
enefit isproactively fixing cracked pipekefore they become catastrophic breaks.

A Acoustic sensors inside watermains listens to the water stream itself and can pinpoint
issues tgoroactively schedule repairs
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Cases of Smart Cities

AMiami-Dade County, Ft. Adaptive Signal Control Technology300
Traffic Controllers
Almplementing a smakcaleAdaptive Signal Control Technologgsulting in a 10%
reduction in travel time along the corridor
Aa noticeable improvement in traffic flow when the roads are congested

ASan Diego, CAEmergency Vehicle Mobility
AThe Fire, Police and Transportation Departments

AUsevehicle location technologyo communicate with the city's traffic control
center toclear intersections of traffi@and provide emergency vehicles with a

green signal.
A A Novel SpatialbAware Approach to Emergency Vehicle-Bneption for First Responders.

ASignificantly cheaper than installing equipment at each signalized intersection an
allows for a systerwide view and control.
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Cases of Smart Cities

AWashington DC: Smart Buildings

Aan open source energy data platform
AData from controllers, switches, meters, soiteters and variousevices
present in buildingscan be collected and managed in a secure, single platforn

AL vy T 2 NManictpdl gdder purchase agreementsy R G KS OA G & ¢
participation in Demand Response programs.
ATo reduce carbon dioxide emission by 70,000 tons.

AVirginia Beach, VA: Flood disaster preparedness and recovery
- Internet of Things (IoT) sensors to mitigate the impact oflegal rise and

flooding
- Appointed a Chief Data Officer who improved the Open Data and transparency ¢

with meaningful data and visualizations.



7/12/2020

Cases of Smairt Cities

AWestminster, CO: Cybersecurity
Al AGe [/ 2dzyOAatQa 3A21rfta IyR O2YYAUYSy
AFulfilled by adopting National Institute of Standards and Technology (NIST)
cybersecurity framework
AChattanooga and Hamilton County, TN 911 Projectc Predicting
Hotspots for AccidentsPolice and Law Enforcement and Emergency
Management)
AlLeveraged machine learning, multilayer perceptron (MLP) neural network models
ATo analyze both historic and current 911 data to identify accident trends.
AMitigation strategies

Cases of Smart Cities

ALA:Digital services to city residents
- Chatbots, automated assistants and social media platforms to better assist citizens
- Clean Streets |n|t|at|ve a program of the collaborative Comprehensive Homeless Strafelgy
calls, mobile app, CR
ATopeka, K$ Open Data and Project Portal
A Data portals fobudget, checkbook and projects
AThe checkbook shows all expenditures and

Athe prolect gortal shows aJI actlve PrOjeCtS (Ithe associated costs,and timelines for the
OA'U I LIA U LYLINREODSYSYyu tNRc

A Changing the Way the Clty operates and its internal culture
A Build transparency, accountability and trust.

ASanta Clara County, QA Assessment Appeals Data Managemestem
A Processes several thousandspabperty tax appeals applicationsach year from residents
A Automated the entire process with centralized appeal data,
A A smooth applicant experience, robust reporting capabilities, increased efficiency by 50% and
increased online filings.
- Bellville, WA:TheeCityGovAllianceby nine cities; shared services
- Provides services such as recruiting, permitting and mapping; project management; help desk ar
application hosting services .
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https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
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Cases of Smart Cities

ASonoma County, CA Accessing Coordinated Care and Empowering-Self
Sufficiency

Alntegrated health and human servicgsg. safe, secure housing for the more than 4,000
fire victims) - to provide holistic services to individuals with complex needs.

A Acomposite client picturg(360-degree view from various department baeénd systems

AE.g. from Public Assistance, Behavioral Health, Substance Abuse, Health Services,
Human Services, Child Support Services, Social Services, Justice, and Housing.

Areduced duplications of services; improved workflow efficiencies; reduced likelihood of
drop off; increased service and program awareness; reduced recidivism; better client
results.

AOklahoma: OK BenefitsDept of Human Services

AMaster Person Index a single repository for identifying every person who interacts with
DHS

ADHE delivers benefits and services to facilitate fafoityised, outcomedriven decision
making.
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Living Lalq Curiosity Lab

APeachtree Corners, GA Curiosity Lab

AA 5Genabledfully connected public infrastructure
ATest tracks for autonomous vehicle and smart city living laboratory.
AhyS 2F GKS awdidieRitggenvitofiriedts NS | €
AWnhere peopleautonomous vehicles and smart city technology interact

each and every day, the Lab is fully operational angsm by multiple
companies.



https://www.curiositylabptc.com/
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Digital Twins

ADigital replica of physical space
A3D models of the built environment
Astreet network model
Asimulation models (e.g. urban mobility, wind flow, etc.)
AData sets
Aimplemented in a visualization platform for virtual reality

AEnable:
Arealtime data analysis (whdf scenarios)
ASimulation or dynamic modeling of behaviors,
Ainteractions and evolutions of complex systems

13

Digital Twins

AVirtual Singapore Enable users from different sectors

ATo develop and test new tools, applications and services, improve planning and decis
making and research ways to solve city challenges

AData sources: 3D city models down to the building materials and terrain attributes, cit
data, realtime operating data from sensor networks and more.

AEnables users and city leadergtm simulationsof everything
Apopulation growth , public events, natural disastets determine the best response.

A Infrastructure changgssuch as building a new stadium, can also be modeled
A to test how it might impact traffic, pollution, population density and more.
E | ) L BTk LA i ST

Source engineering and Technology 20:


https://eandt.theiet.org/content/articles/2019/01/digital-urban-planning-twins-help-make-sense-of-smart-cities/

Digital Reality Capture

Reality capture (digitize world around you)
digital twins

P

Switzerland Digital Twins Platform
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A Ariel photos, Lidar, Remote Sensing

A (airplane, satel

A Aerial imagery captured using a drone.

A A terrestrial laser scanner to capture
ground level from four positions

A photos captured inside a flbdy scanner.

SW

- creates3D modelsout of unordered
photographs (terrestrial and/or aerial)
or laser scans,

- cultural heritagdart and architecture),

- full body scanning,

- gaming,surveyingmapping,\visual
effects(VFX) andvirtual reality(VR)
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Source: Hexagon Digite
Reality.

‘.,': ]I\\ wariss

Mesh the city model with layers of geospatial datadat

3D Replica of a city
- flyby simulations

time situation awareness

A Real time traffic information,
A Noise/pollution heatmaps,
A Piping systems undergroufusing Radar),

Beyond security cameiause thermal camera (LIDAR)
3D monitoring

- people tracking/change detection
- 3D fencingof objects of interest (heritage muse
objects, objects in trains),
Safety of city: by making all objects machine
readable/detectable
16
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Digitization and Machine Intelligence

Make cities safer and Machine Learning/Al
change the way we Algorithms on areal
interact within them photos

- Classify areal photos
into roofs, trees,
buildings, cars, etc.
-Predictive parking
spaces

Location intelligencé connecting
geospatial data for indoor, outdoor
conditions/situations

- tell what it was, is, will be

Smart Citg, Generic Architecture 'formation services,

Knowledge/Insights,

Non-profit For
@ Data/Evidencebased

Decision Support,
Service Component

Public Services, Government Operational support Recommendation ’
(Infrastructure, transportation, emergency management, public safety, education, N u d g | ng
health, happy life, etc.)

Automated
Decision
Making
o ) (ot (s ) (s (s (oo J(w2 ) (&) (2] Intelligent Society
data sources 18 i
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Trust in people

AWnhat do you mean by trusting someone in a relationship:
AYou canrely on them -
AYou arecomfortable confiding in them Falsefood f
A Youfeel safe with them o RUmGS

/N errors
AcCan we trust a person? | ‘f
A Show false identity (deceive who they arel e
A Speak falsehood, rumors, errors bulying REVEISCCEE
A Reveals secrets/confidential matters Trust in
A Steals something person
Als biased or prejudiced
Als not fair
ABullying, threatening B i

A Not Sharing transparency

Als not transparent in decisions/actions Sk
and not explaining

20
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Trust in Systems (Institutions)

AWwhat do you mean by trustingprmeenesystems (proxy of institutions) in a
relationship:
A You carrely on them
A You arecomfortable confiding in them
A Youfeel safe with them

ACan we trust gersen System? o
A Shows false identity (deceive who they are) Rumors
A Speaks falsehood, rumors, errors y
A Reveals secrets/confidential matters e
A Steals something -
A'Is biased or prejudiced bullying o
A'ls not fair
A Bullying, threatening
A Not sharing
A'Is not transparent in decisions/actions and not explaing&
APeople interact with institutions through = e ﬁ
Aa/ 2 YLIMABND G SR¢ aeausva T N —— A
AckSaS YIé& SEKAOAG & ¢NXzad AYy3 O0SKIwA2NRES
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Trust as Social Glue

Al20AS0GASa OFyQld NHzy oAGK2dzi G NHza
Alt issocial glugsostmar2017)

AThe institutional trust that is really important to society
Ais disintegrating at an alarming rate
A6KSGKSNI AGiQa olylas GKS YSRAIFIZ 3I28SN

Public trust in government near historic lows Where Trust In Government Is nghest and Lowest
26 who trust the govi in Washis always or most of the e % trusting the governmer 1d change from 2017 to 8 (selected coun

ce 2017

100 age trust in gow 8 p change sin
5 & g g § 5 g g China [l _84% +8%
- < 2 S = 5 = india = I /s N 5%
3
Turkey I - 0o 0
Canada I+1 I ¢ +3%
South Korea o NN - 5 +17%
* Russia e I < 0
Germany | /3% +5%
Japan o | 0
2 United Kingdom i NN 3c: - 0
S spain G2 N 3% 7 +9%
o United States = |G = X - N -14%
1960 1970 1980 1990 2000 2010
France [ 1 NN - +9%
= Moving average .
PEW RESEARCH CENTER SourceMPR news e ‘m%ﬁu Sour jelman Trust Barometer Source:Statista statista®a
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https://www.mprnews.org/story/2018/01/02/minnesota-trust-state-government-ground-level
https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.statista.com%2Fchart%2F12634%2Fwhere-trust-in-government-is-highest-and-lowest%2F&psig=AOvVaw1gt9WxeekmkU5AvsoAdrWJ&ust=1591862958891000&source=images&cd=vfe&ved=0CA0QjhxqFwoTCKCW6ejl9ukCFQAAAAAdAAAAABA8
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Al driven Intelligent Societ¢€hallenges

Intelligent Cities/Society =
Devices + Hypefconnectivity + DATA + Super Intelligent Machines + Knowledge/Decision Support

A Surveillance and Privacy issues
A Video capture of faces/mobility & Vision Al models

A Profiling, behavior tracking issues
A Continuous data from loT and mobility data,
A Connected data from different sources, etc.

A Data contaminations

A 10T device security issues
A Insulin pumps, smart home locks, pace makers, etc.

A Social media content manipulationdake news
A Fake videos and images

Alntelligent Machines Al Models, advanced Analytics Algorithms

A Digital reality capture to model
A Biases, discrimination, hatred, etc.
A Its recommendations or decisions not explained
A Intelligent machines that fake identity or behaviors or generate fake data

C TRUST CHALLENGES

23 Source: Humai\l Collaboration: Technical & Ethical Challeng2817

Trust Risks in Data

AData in digital society is a new currency. AFAKE NEWS

A Evidence/data based knowledge products,

deAciS|on support AFalse information/Disinformation
relies on reliable, trustworthy, high quality data .
A Social Media + mobile phones Afake f_aCts’ rumor_s,_ conspiracy
A extremely easy to share content, react to the news, theories, and opinions
and comment'on them with opinions about the
information on social media ADEEP FAKE
Alnfluencing

A contaminated informationisleadinghe users ASOC|AL BOTS
and confusingfacts

A whether satirical or maliciousis already
shaping global debate and changing opinions,
perhaps o the point ofwayirg elections

A Falsified information is spreatirough various
channels of social media,

A which is subsequently used by the general pulolic
make decisions

24
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http://www.oecd.org/going-digital/ai-intelligent-machines-smart-policies/conference-agenda/ai-intelligent-machines-smart-policies-rossi.pdf
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Types of Mis/Dinformation

A Disinformation
A fake or inaccurate information that istentionally spread
A Misinformation: fake and inaccurate information in social media,
regardless of spreader intentions (difficult to tell intentions on socie
media)
Misinformation AArumor . .
Sinf A a story circulating from person to person, of which the truth is

unverified or doubtful.
J ‘L & \ A rumor detection and truthfulness prediction
A An urban legend

A afictional story that contains themes related to local popular cultur
inaccurate or false stories due to the distortion and exaggeration
A Spam
A unsolicited messages sent to a large number of recipients, contain
irrelevant or inappropriate information, which is unwanted.

A Spamming messages are usually involved with spreading ads,
malware, and even leading to scams.

A spam that conveys misinformation can directly leads to information
and financial loss.
AA troll

A a user who posts messages that are deliberately offensive or
SourceKDKnuggets provocative,,with the aim of upsetting other people.

§ =
2 E
wn

Rumor
Urban

<
N
WV
Ny

3

Disinfor-
mation

Techniques to Counter Misinformation

ADiffusion
A studies how misinformation spreads in a network
A Spreaders disseminate misinformation

Misinformation Mining A Clarifiers illuminate the falsehood, and )
L/ \ ~J At SNEdzr RSNA GNB G2 OKIFy3§
g T i _ ADetection
Misinformation Misinformation Misinformation . . . .. .
Diffusion Detection Intervention Atechniques to find/classify misinformation.
A the content,
\‘/ \\/ \‘/ A context
eQy ¥R S §8§8 isi i
SSS §8¢8 Se8 A source of misinformation
T < S= ;
L 84 23 Alntervention
5 ) . .
S & g < A Pre_ventlve and antepidemic measures can be use
= o fight against misinformation

A Imngunization— Warnings of specific misinformation are
sen

A Isolation- suspend malicious users

A Antidotes- statement from relevant authorities is
essential to effectively terminating the spread

26
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https://www.kdnuggets.com/2016/08/misinformation-key-terms-explained.html
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Preventive Intervention

o Censorshipf media or entirely removing poor
information
y is one common practice of minimizing
false information.
DetectingFalsified information

s Fact checkers
s https://www.factcheck.org
y  Sites that posted bogus content

y  shopes.com
6  True, mostly true, false, unproven,
mixture, outdated, etc.

Google fact checks the search results

(2017)
{K2g acCl Ol / KSO1¢
(verified by fact checkers or publishers)

-Snopes.com fact check results shown
- Schema.orgClaimRevievg markup document 27
should be used by publishers

FAacTCHECK.ORG — moo0eEm

Infodemic

ACriminals are exploiting the

COVIBL9 crisis (UN) 'Where Americans See

_ _ Misinformation
Aselllng fake coronavirus cures Percentage of U.S. adults who think each entity is the main
Online source of false or misleading coronavirus information
v« - A 7z - M First choice Second choice .
A!-nforrcn)aiitg)n iyzlt\]emus Hrot 2y Trump administration g m bt
) 53
- - - M
ANeed to its fight against a ik ———
proliferation offalse Social media — -
information about the virus. stteoffitals B
Garlic is a healthy food that may Can eati_n ga_rlic hgl Local news 2
have some antimicrobial preventiniecuon _WIt &
. the new coronavirus?
properties. However, there Poll conducted April 14-20
is no evidence from the current Sources: Gallup, Knight Foundation
outbreak that eating garlic has P . > . q @ ® @ t t' t [ A
protected people from the new ./ 3 s a Is a -‘

coronavirus (2019-nCoV)

Source: &tistai Gallup poll

@mum #2019nCoV 28
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https://www.factcheck.org/
https://www.snopes.com/fact-check-ratings/
https://www.blog.google/products/search/fact-check-now-available-google-search-and-news-around-world/
https://www.factcheck.org/2017/07/websites-post-fake-satirical-stories/
https://www.factcheck.org/2017/07/websites-post-fake-satirical-stories/
https://www.blog.google/products/search/fact-check-now-available-google-search-and-news-around-world/
https://www.statista.com/chart/21693/misinformation-on-covid-in-america/
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Reliable sources of information
during the COVHD9 pandemic

ACritical to have LHbo- ANews Sources Social Media Sources
A NPR NewSpecial Series The
date, accurate news. Coronavirs Griis: ! A @CDCgoand @WHO

Ad2 SQNB I YANhAYYITmeR Ihd { & A%@gﬂ@ﬁlg}h SR
decisions about Coronavirus Outbreak collaboration between Brigham |
everything from A BBC News: Coronavirus YR 22Y Qa8 | 2
runnina to sekf pandemic Harvard T.H. Chan School of
isolatic?n to how much APOLITICO Pug I@'CAHe?nS’tt it ti
S on : an saf Bitton its executive
UzAtsSu Lk LJéMg(\j/ﬁ%SC%%%E%S ﬂ)oé kins director

Aln order to best University School of Medicine: A al—:\a}g\gardChanSaFr’]Eg%hool of
protect _ourselves and Coronavirus Resource Center Public Health
our society, we need - ACOVID Black: A Taskforce on A @iaurie Garretta Pulitzer
to know not only the Black Health and Data fizewinning science journalist
latest facts, butalso A Ask a Scientist: A @HelenBranswellwho writes
what actions to take A NJ State GovernmeqtCOVID %t_)l_oAl_Jl_t infectious diseases for

info hub uses a network of
SourceHow to find credible info in a pandemic SCIenUStS tO answer COV A @SCOttGOtt“ebMDa former
questions commissioner of the U.S. Food
29 and Drug Administration

Detect: Supervised Machine Learning Models

Training Algorithms

Collect Fake and Training set (NB, SVM, MLP, DT, RF, G&)
Real News articles—| Preprocess the dat
(title, text, label)
Trained Models

Testing, set

—— Accuracy
(NB, SVM, MLP, DT, RF, GB)

Example to Fake News:-

House Dem Aide: We Didn't Even See Comey's Letter Until Jason Chaffetz Tweeted It

Why the Truth Might Get You Fired

Example to True News:-

FLYNN: Hillary Clinton, Big Woman on Campus - Breitbart

Jackie Mason: Hollywood Would Love Trump if He Bombed North Korea over Lack of Trans Bathrooms (Exclusive Video) - Breitbart

cv TFIDF  CV TFIDF €V TFIDF  CV TFIDF €V TFIDF €V TFIDF
80_20 80_20 70_30 70_30 80_20 80_20 70_30 70_30 80_20 80_20 70_30 70_30

Multinomial Naive 88.90 77.52 88.91 75.77 81.26 67.00 81.46 65.45 78.87 77.74 78.80 77.09

Bayes (MNB)

Support Vector 94.34 95.63 94.25 95.39 84.18 88.41 84.00 88.39 86.24 87.35 85.83 87.03
Machine (SVM)

Multilayer 96.10 95.63 9571 9566 87.09 86.02 87.10 86.58 87.75 87.10 87.00 86.51

Perceptron (MLP)

Decision Tree (DT) 91.22 91.04 90.68 75.77 77.79 77.80 78.11 78.46 81.58 81.51 81.18 80.87
Random Forest (RF) 92,92 93.06 92.09 92.05 83.78 84.67 83.39 84.87 85.73 86.39 84.98 86.05

(Grm;lnnt Boosting 91.28 91.21 91.30 91.33 83.04 83.80 83.35 834923,0 78.93 79.72 78.87 79.68
GB,
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https://www.npr.org/series/812054919/the-coronavirus-crisis
https://www.nytimes.com/news-event/coronavirus
https://www.bbc.com/news/coronavirus
https://www.politico.com/
https://twitter.com/WHO
https://twitter.com/AriadneLabs
https://twitter.com/Asaf_Bitton
https://twitter.com/HarvardChanSPH
https://twitter.com/Laurie_Garrett
https://twitter.com/HelenBranswell
https://twitter.com/ScottGottliebMD
https://www.runnersworld.com/news/a31707132/how-to-find-credible-coronavirus-updates/
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Fake News Detection

Try the Demo sit¢o detect the fake news or not.
Enter a news title and article, or title only.

3 ¢ C O @ Notsecure | ciscsicuny.edu/-sirisha/cgl-bin/newapp.cg

Fake news Detection Web Application

Eake news Detection Web Application

developed by Sirisha Bojjireddy developed by Sirisha Bojjireddy

Dataset1, TFIDF, 0.2,
mipmodel

REAL news

ngthat

negative sentiment 6as0y

Select a Data: Dataset3 v

Select a Vectorization | TFIOF v
Dataset 3(01402)

[Columns - titie, label

Select a algorithm mip v
[Before Cleaning

SUBMIT 68258, 3)

Select 3 Testsize 02
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Trust Risks: Social Bots

A Automated agents
A create and controsocial media fake accounts

ABotorNot2014 (Davis et al 2016)

A A publiclyavailable service
A over one million requests via our website

A imitate humans tananipulate discussions
A alter the popularity of users, and APIs (between 20116)
A pollute content andspread misinformation A Use more than 1000 features
A Performterrorist propaganda A Determine whether a Twitter account
A Performrecruitment actions exhibits similarity to the known
characteristics of social bots
A Engineered Social Temperirigg(rareet al
2016)

A known asBotometer

Davis, C. A. Varol, O., Ferrara, EFlamminj A., & Mencze, F. (2016)Botornot A system to evaluaté social bots, WWW

16


http://cis.csi.cuny.edu/~sirisha/cgi-bin/newapp.cgi
https://botometer.iuni.iu.edu/#!/
https://botometer.iuni.iu.edu/#!/

