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Smart Cities

ÅA set of applications and innovations to make our cities 
Åsafer, more environmentally friendly and sustainable, and more 

efficient.

ÅMunicipality that 
Åuses ICT(Information and Communication Technologies) 

Åto improve the quality of government services and citizen welfare.
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ÅSmart Environment
ÅSensor technology, behavioral economics

ÅSmart metering, smart grid, environmental 
monitoring  

ÅSmart Mobility
ÅSmart Transportation, Self driving cars, movements

ÅSensors provide a real-time view of traffic flow 

Åinform transportation routing  

ÅSmart Security
ÅSmart cybersecurity to guard municipal datasets

ÅSafe Neighborhoods
ÅSurveillance through drones   

ÅLaw enforcement officers use drones, wearable 
computing, facial-recognition, and predictive video 

ÅCrime predictions and prevention

ÅSmart Government/Education
ÅSmart services, eco-systems, open data
ÅOpen platform for engagement, Collective 

Intelligence
Åvirtual learning and augmented reality, 
ÅBlended, Adaptive, personalized learning
ÅLife-long learning

ÅSmart Economy
ÅTech/tools to support business needs
ÅSmart permits/licensing, workforce/talent 

nets, job training programs

ÅSmart Living/Health
ÅTools/techs for Smart health, smart connected 

home, healthcare, eldercare 
ÅBuilding systems (lighting, climate)  
ÅMonitoring systems  for maintenance  

Smart Cities ςInnovations in Six Domains

Deloitte Report  2020 (source: Smart City | Smart Nation Providing the keys to unlock your cityôs potential)4

https://www2.deloitte.com/content/dam/Deloitte/us/Documents/process-and-operations/us-cons-deloitte-smart-city-trends-and-case-studies.pdf
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Smart City ςGeneric Architecture Information Services, 
Knowledge/Insights

For 
Data/Evidence-based 

Decision Support, 
Recommendations, 

Nudging 
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Cases of Smart Cities

ÅMultiple Cities in NC Regions:  North Carolina Regional Water Level 
Monitoring Data Sharing Pilot
ÅInstalling real-time data sharing architecture technology that provides real-time data 

associated with heavy rainfall events
ÅMore proactive response, reducing the amount of time required to respond to a 

stormwater emergency, enhances data-driven mitigation and infrastructure decisions, 
and improves prediction.

ÅMarkham, Ontario, Canada - Smart City Accelerator Program
ÅUltrasonic Storm/Flood sensors were installed under manhole covers and in riversto 

gather data on water levels that would signal imminent flooding conditions caused by 
storms. 
ÅIn-pipe pressure sensors provide insight into potential watermain leaks.
ÅSensors on multiple nearby hydrants allow the city to triangulate anomalies to pinpoint 

pipe integrity issues. Location accuracy dramatically reduces dig repair costs. The real 
benefit is proactively fixing cracked pipes before they become catastrophic breaks. 
ÅAcoustic sensors inside watermains listens to the water stream itself and can pinpoint 

issues to proactively schedule repairs.
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Cases of Smart Cities

ÅMiami-Dade County, FL τAdaptive Signal Control Technology ς300 
Traffic Controllers
ÅImplementing a small-scale Adaptive Signal Control Technology resulting in a 10% 

reduction in travel time along the corridor

Åa noticeable improvement in traffic flow when the roads are congested

ÅSan Diego, CA  - Emergency Vehicle Mobility 
ÅThe Fire, Police and Transportation Departments 

ÅUse vehicle location technology to communicate with the city's traffic control 
center to clear intersections of traffic and provide emergency vehicles with a 
green signal. 
ÅA Novel Spatially-Aware Approach to Emergency Vehicle Pre-emption for First Responders. 

ÅSignificantly cheaper than installing equipment at each signalized intersection and 
allows for a system-wide view and control.
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Cases of Smart Cities

ÅWashington DC: Smart Buildings 
Åan open source energy data platform

ÅData from controllers, switches, meters, sub-meters and various devices 
present in buildings can be collected and managed in a secure, single platform. 

ÅLƴŦƻǊƳǎ 5/Ωǎ municipal power purchase agreements ŀƴŘ ǘƘŜ ŎƛǘȅΩǎ 
participation in Demand Response programs.

ÅTo reduce carbon dioxide emission by 70,000 tons.

ÅVirginia Beach, VA: Flood disaster preparedness and recovery
- Internet of Things (IoT) sensors to mitigate the impact of sea-level rise and 

flooding

- Appointed a Chief Data Officer who improved the Open Data and transparency site 
with meaningful data and visualizations.
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Cases of Smart Cities

ÅWestminster, CO: Cybersecurity
Å/ƛǘȅ /ƻǳƴŎƛƭΩǎ Ǝƻŀƭǎ ŀƴŘ ŎƻƳƳƛǘƳŜƴǘ ǘƻ ǎŜŎǳǊƛǘȅ 

ÅFulfilled by adopting National Institute of Standards and Technology (NIST) 
cybersecurity framework

ÅChattanooga and Hamilton County, TN τ911 Project ςPredicting 
Hotspots for Accidents  (Police and Law Enforcement and Emergency 
Management)
ÅLeveraged machine learning, multilayer perceptron (MLP) neural network models

ÅTo analyze both historic and current 911 data to identify accident trends. 

ÅMitigation strategies
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Cases of Smart Cities
ÅLA: Digital services to city residents

- Chatbots, automated assistants and social media platforms to better assist citizens
- Clean Streets initiative, a program of the collaborative Comprehensive Homeless Strategy ς311 

calls, mobile app, CRM

ÅTopeka, KS τOpen Data and Project Portal
ÅData portals for budget, checkbook and projects
ÅThe checkbook shows all expenditures and 
Åthe project portal shows all active projects (the associated costs and timelines for the 
ŎƛǘȅΩǎ ŀŎǘƛǾŜ /ŀǇƛǘŀƭ LƳǇǊƻǾŜƳŜƴǘ tǊƻƧŜŎǘǎύ 

ÅChanging the way the City operates and its internal culture
ÅBuild transparency, accountability and trust.

ÅSanta Clara County, CA τAssessment Appeals Data Management System
ÅProcesses several thousands of property tax appeals applications each year from residents
ÅAutomated the entire process with centralized appeal data, 
ÅA smooth applicant experience, robust reporting capabilities, increased efficiency by 50% and 

increased online filings.

- Bellville, WA:The eCityGovAllianceby nine cities ςshared services 
- Provides services such as recruiting, permitting and mapping; project management; help desk and 

application hosting services .
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https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf


7/12/2020

6

Cases of Smart Cities
ÅSonoma County, CA τAccessing Coordinated Care and Empowering Self-

Sufficiency
ÅIntegrated health and human services(e.g. safe, secure housing for the more than 4,000 

fire victims) - to provide holistic services to individuals with complex needs.
ÅA composite client picture (360-degree view) from various department back-end systems 
ÅE.g. from Public Assistance, Behavioral Health, Substance Abuse, Health Services, 

Human Services, Child Support Services, Social Services, Justice, and Housing.
Åreduced duplications of services; improved workflow efficiencies; reduced likelihood of 

drop off; increased service and program awareness; reduced recidivism; better client 
results.

ÅOklahoma: OK Benefits - Dept of Human Services
ÅMaster Person Indexτa single repository for identifying every person who interacts with 

DHS
ÅDHS delivers benefits and services to facilitate family-focused, outcome-driven decision-

making.
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Living Lab ςCuriosity Lab 

ÅPeachtree Corners, GA τCuriosity Lab 

ÅA 5G-enabled fully connected public infrastructure
ÅTest tracks for autonomous vehicle and smart city living laboratory. 

ÅhƴŜ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ ƻƴƭȅ ǊŜŀƭ-world testing environments 

ÅWhere people, autonomous vehicles and smart city technology interact 
each and every day, the Lab is fully operational and in-use by multiple 
companies.

12

https://www.curiositylabptc.com/


7/12/2020

7

Digital Twins

ÅDigital replica of physical space
Å3D models of the built environment

Åstreet network model

Åsimulation models (e.g. urban mobility, wind flow, etc.) 

ÅData sets 

Åimplemented in a visualization platform for virtual reality

ÅEnable: 

Åreal-time data analysis (what-if scenarios) 

ÅSimulation or dynamic modeling of behaviors, 

Åinteractions and  evolutions of complex systems 

13

Digital Twins
ÅVirtual Singapore - Enable users from different sectors 
ÅTo develop and test new tools, applications and services, improve planning and decision-

making and research ways to solve city challenges

ÅData sources: 3D city models down to the building materials and terrain attributes, city 
data, real-time operating data from sensor networks and more.

ÅEnables users and city leaders to run simulations of everything 

Åpopulation growth , public events, natural disasters,  to determine the best response.

ÅInfrastructure changes, such as building a new stadium, can also be modeled
Åto test how it might impact traffic, pollution, population density and more.

Source: engineering and Technology 2019 14

https://eandt.theiet.org/content/articles/2019/01/digital-urban-planning-twins-help-make-sense-of-smart-cities/
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Digital Reality Capture 

ÅAriel photos, Lidar, Remote Sensing 

Å (airplane, satellitesé)

ÅAerial imagery captured using a drone.

ÅA terrestrial laser scanner to capture 

ground level from four positions

Åphotos captured inside a full-body scanner.

SW

- creates3D modelsout of unordered 

photographs (terrestrial and/or aerial) 

or laser scans, 

- cultural heritage(art and architecture),

- full body scanning,

- gaming,surveying,mapping,visual 

effects(VFX) andvirtual reality(VR)

Reality capture (digitize world around you)

digital twins 

15

Simulations 

Switzerland Digital Twins Platform

Mesh the city model with layers of geospatial data for real 

time situation awareness

Å Real time traffic information, 

Å Noise/pollution heatmaps, 

Å Piping systems underground(using Radar), 

Beyond security camera ïuse thermal camera (LIDAR) ï

3D monitoring

- people tracking/change detection

- 3D fencing of objects of interest (heritage museum 

objects, objects in trains), 

- Safety of city:  by making all objects machine 

readable/detectable

3D Replica of a city

- flyby simulations

Source: Hexagon Digital 

Reality.

16
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Digitization and Machine Intelligence 
Machine Learning/AI  

Algorithms on areal 

photos

- Classify areal photos 

into roofs, trees, 

buildings, cars, etc.

-Predictive parking 

spaces 

Location intelligence ïconnecting 

geospatial data for indoor, outdoor 

conditions/situations

- tell what it was, is, will be

Make cities safer and 

change the way we 

interact within them
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Smart City ςGeneric Architecture Information Services, 
Knowledge/Insights,

For 
Data/Evidence-based 

Decision Support, 
Recommendation, 

Nudging

Automated 
Decision 
Making

Simulaton

models

KBDB, Data Lake

ML, DL, AI, 

Analytics

Intelligent Machines

Learn, think and do

Intelligent Society
18
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Trust in people

ÅWhat do you mean by trusting someone in a relationship:
ÅYou can rely on them 
ÅYou are comfortable confiding in them 
ÅYou feel safe with them.

ÅCan we trust a person?
ÅShow false identity (deceive who they are)
ÅSpeak falsehood, rumors, errors
ÅReveals secrets/confidential matters 
ÅSteals something
ÅIs biased or prejudiced
ÅIs not fair
ÅBullying, threatening
ÅNot sharing 
ÅIs not transparent in decisions/actions 

and not explaining

Trust in 
person

Deceive

Falsehood

Rumors

errors

Reveal secrets

Steal

No sharing

No 
transparency

No explanation

Biased

Unfair

bullying

20
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Trust in Systems (Institutions)
ÅWhat do you mean by trusting someonesystems (proxy of institutions) in a 

relationship:
ÅYou can rely on them 
ÅYou are comfortable confiding in them 
ÅYou feel safe with them.

ÅCan we trust aperson System?
ÅShows false identity (deceive who they are)
ÅSpeaks falsehood, rumors, errors
ÅReveals secrets/confidential matters 
ÅSteals something
ÅIs biased or prejudiced
ÅIs not fair
ÅBullying, threatening
ÅNot sharing 
ÅIs not transparent in decisions/actions and not explaining

ÅPeople interact  with institutions through 
Åά/ƻƳǇǳǘŜǊ-ƳŜŘƛŀǘŜŘέ ǎȅǎǘŜƳǎ 
Å¢ƘŜǎŜ Ƴŀȅ ŜȄƘƛōƛǘ ά¢Ǌǳǎǘ ŜǊƻŘƛƴƎ ōŜƘŀǾƛƻǊǎέΣ ¢Ǌǳǎǘ wƛǎƪǎ

Trust in 
System

Falsehood

Rumors

errors

Reveal 
secrets

Deceive

Steal

No sharing

No 
transparency

No 
explanation

Biased

Unfair

bullying
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Trust as Social Glue
Å{ƻŎƛŜǘƛŜǎ ŎŀƴΩǘ Ǌǳƴ ǿƛǘƘƻǳǘ ǘǊǳǎǘΤ 
ÅIt is social glue (Bostman2017)

ÅThe institutional trust that is really important to society 
Åis disintegrating at an alarming rate 

ÅǿƘŜǘƘŜǊ ƛǘΩǎ ōŀƴƪǎΣ ǘƘŜ ƳŜŘƛŀΣ ƎƻǾŜǊƴƳŜƴǘΣ ŎƘǳǊŎƘŜǎ Φ Φ Φ 

Source: MPR news Source: Statista22

https://www.mprnews.org/story/2018/01/02/minnesota-trust-state-government-ground-level
https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.statista.com%2Fchart%2F12634%2Fwhere-trust-in-government-is-highest-and-lowest%2F&psig=AOvVaw1gt9WxeekmkU5AvsoAdrWJ&ust=1591862958891000&source=images&cd=vfe&ved=0CA0QjhxqFwoTCKCW6ejl9ukCFQAAAAAdAAAAABA8
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ÅSurveillance and Privacy issues
ÅVideo capture of faces/mobility & Vision AI models

ÅProfiling, behavior tracking issues 
ÅContinuous data from IoT and mobility data, 
ÅConnected data from different sources, etc.

ÅData contaminations
ÅIoT device security issues 

Å Insulin pumps, smart home locks, pace makers, etc.

ÅSocial media content manipulations ςfake news
ÅFake videos and images

ÅIntelligent Machines, AI Models, advanced Analytics Algorithms 
ÅDigital reality capture to model

ÅBiases, discrimination, hatred, etc. 

ÅIts recommendations or decisions not explained
ÅIntelligent machines that fake identity or behaviors or generate fake data 

Č TRUST CHALLENGES

AI driven Intelligent Society- Challenges

Source: Human-AI Collaboration: Technical & Ethical Challenges2017

Intelligent Cities/Society = 
Devices + Hyper-connectivity + DATA + Super Intelligent Machines + Knowledge/Decision Support  
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Trust Risks in Data

ÅData in digital society is a new currency.  
ÅEvidence/data based knowledge products, 

decision support 
Årelies on reliable, trustworthy, high quality data

ÅSocial Media + mobile phones
Åextremely easy to share content, react to the news, 

and comment on them with opinions about the 
information on social media

ÅInfluencing
Åcontaminated information, misleading the users 

and confusingfacts

Åwhether satirical or malicious - is already 
shaping global debate and changing opinions, 
perhaps to the point of swaying elections.

ÅFalsified information is spread through various 
channels of social media, 
Åwhich is subsequently used by the general public to 

make decisions. 

ÅFAKE NEWS
ÅFalse information/Disinformation

Åfake facts, rumors, conspiracy 
theories, and opinions

ÅDEEP FAKE

ÅSOCIAL BOTS

24

http://www.oecd.org/going-digital/ai-intelligent-machines-smart-policies/conference-agenda/ai-intelligent-machines-smart-policies-rossi.pdf
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Types of Mis/Dis-Information
ÅDisinformation 
Åfake or inaccurate information that is intentionally spread.
ÅMisinformation: fake and inaccurate information in social media, 

regardless of spreader intentions (difficult to tell intentions on social 
media)

ÅA rumor 
Åa story circulating from person to person, of which the truth is 

unverified or doubtful.
Å rumor detection and truthfulness prediction

ÅAn urban legend 
Åa fictional story that contains themes related to local popular culture,  

inaccurate or false stories due to the distortion and exaggeration

ÅSpam 
Åunsolicited messages sent to a large number of recipients, containing 

irrelevant or inappropriate information, which is unwanted. 
ÅSpamming messages are usually involved with spreading ads, 

malware, and even leading to scams.
Åspam that conveys misinformation can directly leads to information 

and financial loss.

ÅA troll 
Åa user who posts messages that are deliberately offensive or 

provocative, with the aim of upsetting other people.Source: KDKnuggets 25

ÅDiffusion
Åstudies how misinformation spreads in a network
ÅSpreaders disseminate misinformation
ÅClarifiers illuminate the falsehood, and
ÅtŜǊǎǳŀŘŜǊǎ ǘǊȅ ǘƻ ŎƘŀƴƎŜ ǳǎŜǊǎΩ ōŜƭƛŜŦǎ

ÅDetection
Åtechniques to find/classify misinformation. 
Åthe content,
Åcontext
Åsource of misinformation

ÅIntervention
Åpreventive and anti-epidemic measures can be used 

to fight against misinformation 
ÅImmunization - Warnings of specific misinformation are 

sent 
ÅIsolation - suspend malicious users 
ÅAntidotes - statement from relevant authorities is 

essential to effectively terminating the spread 

Techniques to Counter Misinformation

26

https://www.kdnuggets.com/2016/08/misinformation-key-terms-explained.html
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Falsified Information Preventive Intervention 

ǒ Censorshipof media or entirely removing poor 

information 

ƴ is one common practice of minimizing 

false information.

Detecting Falsified information

ǒ Fact checkers

ƺ https://www.factcheck.org
ƴ Sites that posted bogus content

ƴ snopes.com

ǒ True, mostly true, false, unproven, 

mixture, outdated, etc.

ƺ Google fact checks the search results 

(2017)

{Ƙƻǿ άCŀŎǘ /ƘŜŎƪέ ǘŀƎ ŦƻǊ ŀ ƴŜǿǎ ŀǊǘƛŎƭŜ 

(verified by fact checkers or publishers) 

-Snopes.com fact check results shown

- Schema.org/ClaimReviewςmarkup document 

should be used by publishers

27

Infodemic
ÅCriminals are exploiting the 

COVID-19 crisis (UN)
Åselling fake coronavirus cures 

online

Åŀ ŎȅōŜǊŀǘǘŀŎƪ ƻƴ ƘƻǎǇƛǘŀƭǎΩ ŎǊƛǘƛŎŀƭ 
information systems, 

ÅNeed to its fight against a 
proliferation of false 
information about the virus.

Source: StatistaïGallup poll
28

https://www.factcheck.org/
https://www.snopes.com/fact-check-ratings/
https://www.blog.google/products/search/fact-check-now-available-google-search-and-news-around-world/
https://www.factcheck.org/2017/07/websites-post-fake-satirical-stories/
https://www.factcheck.org/2017/07/websites-post-fake-satirical-stories/
https://www.blog.google/products/search/fact-check-now-available-google-search-and-news-around-world/
https://www.statista.com/chart/21693/misinformation-on-covid-in-america/
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Reliable sources of information 
during the COVID-19 pandemic

ÅNews Sources
ÅNPR NewsSpecial Series The 

Coronavirus Crisis:
ÅNew York Times: The 

Coronavirus Outbreak
ÅBBC News: Coronavirus 

pandemic
ÅPOLITICO

ÅMedical Sources
ÅWHO, CDC, Johns Hopkins 

University School of Medicine: 
Coronavirus Resource Center

ÅCOVID Black: A Taskforce on 
Black Health and Data

ÅAsk a Scientist:  
ÅNJ State Government ςCOVID 

info hub uses a network of 
scientists  to answer COVID-19 
questions

ÅCritical to have up-to-
date, accurate news. 
Åά²ŜΩǊŜ ŀƭƭ ƳŀƪƛƴƎ Řŀƛƭȅ 

decisions about 
everything from 
running to self-
isolation to how much 
ǘƻƛƭŜǘ ǇŀǇŜǊ ǘƻ ōǳȅΦέ 
ÅIn order to best 

protect ourselves and 
our society, we need 
to know not only the 
latest facts, but also 
what actions to take

Social Media Sources
Å@CDCgovand@WHO

Å@AriadneLabs, a health system 
ƛƴƴƻǾŀǘƛƻƴ ŎŜƴǘŜǊ ǘƘŀǘΩǎ ŀ 
collaboration between Brigham 
ŀƴŘ ²ƻƳŜƴΩǎ IƻǎǇƛǘŀƭ ŀƴŘ ǘƘŜ 
Harvard T.H. Chan School of 
Public Health, 
and@Asaf_Bitton, its executive 
director

Å@HarvardChanSPH, the 
Harvard T.H. Chan School of 
Public Health

Å@Laurie_Garrett, a Pulitzer 
Prize-winning science journalist

Å@HelenBranswell, who writes 
about infectious diseases for 
STAT

Å@ScottGottliebMD, a former 
commissioner of the U.S. Food 
and Drug Administration29

Source: How to find credible info in a pandemic

Detect: Supervised Machine Learning Models 

Training setCollect Fake and 
Real News articles 
(title, text, label)

Training Algorithms 
(NB, SVM, MLP, DT, RF, GB)

Preprocess the data

Testing, set Trained Models 
(NB, SVM, MLP, DT, RF, GB)

Accuracy

30

https://www.npr.org/series/812054919/the-coronavirus-crisis
https://www.nytimes.com/news-event/coronavirus
https://www.bbc.com/news/coronavirus
https://www.politico.com/
https://twitter.com/WHO
https://twitter.com/AriadneLabs
https://twitter.com/Asaf_Bitton
https://twitter.com/HarvardChanSPH
https://twitter.com/Laurie_Garrett
https://twitter.com/HelenBranswell
https://twitter.com/ScottGottliebMD
https://www.runnersworld.com/news/a31707132/how-to-find-credible-coronavirus-updates/
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Fake News Detection
Try the Demo site to detect the fake news or not.

Enter a news title and article, or title only.

31

ÅAutomated agents
Åcreate and control social media fake accounts

Åimitate humans to manipulate discussions 

Åalter the popularity of users, 

Åpollute content and spread misinformation

ÅPerform terrorist propaganda 

ÅPerform recruitment actions

ÅBotorNot2014 (Davis et al 2016)
ÅA publicly-available service 
Åover one million requests via our website 

and APIs (between 2014-16)

ÅUse more than 1000 features 

ÅDetermine whether a Twitter account 
exhibits similarity to the known 
characteristics of social bots  
ÅEngineered Social Tempering (Ferrareet al 

2016)

Åknown as Botometer

Trust Risks: Social Bots

Davis, C. A., Varol, O., Ferrara, E., Flammini, A., & Menczer, F. (2016). Botornot: A system to evaluate social bots, WWW 32

http://cis.csi.cuny.edu/~sirisha/cgi-bin/newapp.cgi
https://botometer.iuni.iu.edu/#!/
https://botometer.iuni.iu.edu/#!/

